
tech

1
mam [sider

Skills

Gain

tilevel duanced
Rediscover.

Secrets |& Fixes uides & Tips our Device



‘Sotvets &Fivas | Guides & Tips

Android
Tricks and Tips

Next level Advanced Rediscover
crets

&
Fixes Guides & Tips Your DeviceSecrets

& Fi

Mac
Tricks and Tips

Black&White
Photography
Tricks and Tips

Advanced

Cloud
Computing
Tricks and Tips

C++ & Python
Tricks and Tips

PhotographyAge ond anes
FRITZ!Box
Tricks and Tips

iPhone
Tricks and Tips

Next
level

iPad
Tricks and Tips
$7 i

Landscape
Photography
Tricks and Tips

Your Device

Instagram
Tricks and Tips



Online
|

Security
For Beginners

Welcome back... Having completed our exclusive For Beginners

digital guidebook,we have taught you all you need to master the

basics of your new device, software or hobby.

em eer

Advancing your skill set is the goal of all users of consumer

technology and our team of long term industry expertswill help you

achieve exactly that. Over this extensive series of titleswewill be

looking in greater depth at how you make the absolutemost from

the latest consumer electronics, software, hobbies and trends!

Wewill guide you step-by-step through using all the advanced

aspects of the technology that you may have been previously

apprehensive at attempting. Let our expert guide help you build your

understanding of technology and gain the skills to take you from a

confident user to an experienced expert.

Over the page ourjourney continues, and we will be

elt a cee eau eRe

inspire you to go further.
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indows 10
Privacy Settings

Windows 10’s new updates and special edition updates have brought a more customisable degree of control over the

operating system’s privacy configuration; something that Microsoft has always been criticised for in the past.

here are many advantages to this particular setup. A

Windows 10 userwill always be up to datewith regards
to security, options and support. Any new hardware

that’s released will be added to the vast driverdatabase

thatWindows 10 already uses and itwill operate atitsmaximum

potential. Microsoft can gradually roll out features that would

require a brand new operating system, thus maximising the

capabilities of the OS. Of course, the company can charge for

certain additional features that would ordinarily be a part of the

OS, such as a media centre for example.

- Windows 10 is said
to be the last true
Windows desktop
release, with the
Redmond company4
Going
Private

2?
now opting for
a rolling release

However, profit margins aside, it’s the rolling security and updates
thatthe userwill benefit greatly from. As Microsoft evolvesWindows

10, user and developer feedback can help improve the way the OS

protects its user base. A prime example is the new privacy settings
available post-Fall Creators Update, which was gradually rolled out

to Windows 10 PCs around late October 2017. The privacy settings
and options that are now on offer are a radical improvement over

the previous, rather bleak, features that came with the original
Windows 10 setup. Now, the user has greater control over what the

OS can and cannot
do

to affect an individual's privacy.

Providing you've applied the Fall Creators Update, you can view

cycle, that will add the current privacy options byclickingthe Windows Start button

or remove features a
over time through

, regular updates.

www.bdmpublications.com
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and typing privacy into the search box. Click on the Privacy

Settings option, with a padlock icon, and the core privacy

options window will open. There are, at the time of writing,
nineteen different options available to browse through. Each

option, when clicked, will display a subset of available options
that can then be enabled or disabled and turned on or off,

depending on your preference.

For example the first option, General, offers the user a choice

of opting for advertising via apps, allowing websites to provide

locally relevant content based on the user’s language list and

allowingWindows 10 totrack howan app islaunched toimprove
search results. Whilst that in itself doesn’t sound too much like

your privacy is being infiltrated, there are those who don’t want

the installed apps and the OS having too much knowledge of

where they are and what to advertise. Like most privacy options,
it’s a personal preference as to what you’re happy sharing with

the system and its connected technologies. Whilst opting to

turn every privacy setting on will inevitably open your use of

Windows 10 up to whoever or whatever is readily receiving the

information, likewise turning everything off will effectively hide

you {to some degree); but at the cost of possible loss of available

features, There’s a fine balance needed to get the best from your

privacy and still enjoyingWindows 10’s many features.

There are some interesting additions to the

Fall Creators Update privacy settings, which

are certainly worth looking over, if you want

a best of both worlds approach to privacy
and features.
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Location - The Location option will allow Windows 10 and its apps to use your
current location to specialise any content. It’s innocent enough but for added

privacy it’s worth considering turning it off.

Camera - This is an excellent addition that will define which installed apps have

access to the computer’s webcam. You can turn off app access to the camera

globally or browse through the apps to decide which has access, or not.

Microphone - The same applies for the computer's microphone; which apps can

access it or not, and whether you want to globally turn It off.

Contacts- The Contacts section detailswhich apps can have access to your current
Windows account contacts. Disabling this globally may have a severe impact on

how some apps, such as Skype and email work.

WL Which apps are allowed to run silently

abd. in the background whilst you work? You
can decide whether they do, or not...

Q
® Wome Background apps

Background Apes

Let apps cun in the background

om

A General
Pewacy Statement

&
Select which apps can run in the background

ramera

privacy, click on the Privacy Settings link

Click the Windows Start button and type

QO
and you see this screen...if

& Home General

Change privacy options

Let apps use advertising ID 10 make ads more interesting to you
based on your app usage (tuming this off will reset your ID)

@ on

Let websites provide locally relevant content
by

aceessing my
language fist

Let Windows rack, apo launches to impenva Start and searen

C1 Notihcatons

‘Sperch, inking & typing

R= Account info

Radios — This option will define which apps can control hardware such as the

computer's Bluetooth device,Wi-Fi or any other kind ofwireless receiver. Obviously,
some apps will require access to share information or allow access to shared areas.

Background Apps - Windows 10’s background task handling is far better than in

previous versions of the operatingsystem. Memoryis released as apps drop into the

background, as is processor allocation. However, you can further define which apps
will be allowed to run in the background with this option.

Taking time to go through each of the available options is something every
Windows 10 user should do. This way you become familiar with how the OS shares

your account data and what exactly has access to your Windows 10 computer and

its hardware.

_ You can control which apps have access

tothe computer's webcam. Handy for

keeping track of your privacy...
Q

& tome Camera

Findaseting SSCS Let apps use my camera hardware

=

Privacy Prvacy Statement

AL Genera! Teatn more about camera phvary settings

a Choose apps that can use your camera

Windows 10’s apps can access almost

every element of your account,

includingyour contacts. . .

® Home Contacts

Privacy Privacy Statement

A General Choose apps that can access contacls

A Location ‘Some apps need access to yourcontactsto work as
intended,

Turning aff
an app here might limit what it can do.

Camera
The fal 00S always have access to your contacts:

www.bdmpublications.com
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How to Checkwhich Apps
are Sending Information
MostWindows 10 apps and programs have some element of code thatwill attempt to communicate
with an external source. That communication could be to check for the latest version, or patches and

updates, or it could be malicious software sending personal data.

LookWho’s Talking
There are a numberof ways in which you're able to viewwhich programs and apps are sending data to Internet and external sources. Some methods are
better than others, so it’sworth trying them all to seewhich works best foryou.

|e
first port

of call
to helpmonitorwhat apps

are accessingthe a reasonably
accurate

way
of viewingwhich

installed

Internet is Task Manager. Click the Windows Start button and type programs have been accessing the outside world. The amount of

task, then click the Task Manager result in the search box. You can also right-click data being sent to and from your PC can be quite illuminating, and surprising, as

the taskbar and select Task Manager from the available option in the menu. you may never even realise you have a particular app installed never mind that

it’s communicating with an external source.
a 0 A Films & TV 01:55 69.7 MB OMB OMB

Best match Cortana
0:03:16

26.5 MB OMB OMB

1... Task Manager | Store
0:01:13

26.3MB OMB 14MB

“Desktop app
Cortana Bl aon:s4 19.58 OMB omB

Apps Eh Microsoft Edge 0-00.25 12.78 OMB omB

“Task Scheduler By Xbox
0:00:26

4.0 MB OMB OMB

Search suggestions BF weather 0:00:00 1.9 MB OMB 1.9MB

P task - see web results Ly Get office
0:00:01

0.8 MB OMB OMB

Settings EE] Photos 0:00:18 0.8 MB Ooms OMB

Photos +

[ED Mail ang Catendar (2) 0:00:28
06MB ome OMB

Documents Eh Sport 0:00:01
05 MB omB 0.5MB

Store [i] OneNote
0:00:01

0.1 MB OMB OMB

Ed Twitter 00:01 0.1 MB omB OMB

ios sed With Task Manager displayed, click the More Details arrow (if it’s Another excellent method is by using the Netstat command. Click

available). This will expand the Task Manager options. From here, on the Windows Start button and enter emd, then right-clickthe
click the App History tab and then the Network column so that there's a Command Prompt option and choose Run asAdministratorfrom the menu.

downward pointing arrow above it. This indicates network use in a descending When the message to authenticate the action pops up, click on Yes.

order of amount ofdata sent.

Photos 0:00:18 0.8 MB OMB OMB

EB Mail and Catendar (2) 0:00:28
0.6 MB ome OMB

www.bdmpublications.com
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Oo @ Filters

match

Command Promr*
Desktop app Run as administrator

ch suggestions Open file location

cmd - See web Pin to Start

Pin to taskbar

$F Task: Manager Oo

File Options View

Processes Performance Apphistory Start-up Users Details Services

Resource usage since 27/05/2017 for current user account.
Delete usage history

Name CPU time "Network Metered network Tile updates

BE] aT 01:55 OMB OMB

Cortana 0:03:16 26.5MB OMB OMB

© Store 01:13 26.3 MB OMB 1.1MB

Skype 0154 19.5 MB OMB OMB

8 Microsoft Edge 6:00:25 12.7 MB OMB OMB

8 Xbox 00:26 4.0MB OMB OMB

go Weather 0:00:00 1.9MB OMB 1.9MB

Get Office 0.8 MB OMB OMB



STEP5 With the command prompt open enter the following: netstat -e
-s -p tep -b. The information populates the command prompt

box quickly, so you need to scroll back up to the top to see it in its entirety.

What you're looking at here is a list of programs, from the column

to the far left, with the IP address of its source and the destination

address in the middle column; with a third column detailing if the connection is

established or not. It can be confusing to view atfirst but after a moment or two it

should begin to make sense.

Active Connections

Proto Local Address
TCP 127.6.0.1:55247
[nvcontainer.exe]
Tce 127.6.0.1:55366
200) Sle Cal
are Pe Pw eS ES:

Ca
aie 127.0.6.1:55407
[thunderbird.exe]
ate 127.6@.0.1:55408
(thunderbird.exe]
TcP ee eS

brine
TCP bya 5

[firefox.exe]
are

Foreign Address
AS
ea]

Windows : 65991 ESTABLISHED

Peet Tg ESTABLISHED

Windows : 55366

Windows :55408 ESTABLISHED

Windows : 55497 ESTABLISH!

Windows :55415 ESTABLISHED

Windows :55414 ESTABLISHED

Windows :55417 ESTABLISHED

TCP -8.0.1:55417
[firefox.exe]
ate 127.6.0.1:65001
[nvcontainer.exe]
ame 192.168.1.18@:5525S5

Pele wes)
ESTABLISHED

ESTABLISHED

dbSsch101101426:https ESTABLISHED

Ifyou want to create a friendlierway of viewing Netstat active

connection data, you can pipe the contents to a text file. For

example, in the command prompt enter ed\ to take you to the root of the C:

drive. Then create a new folderto store the text file with md activity, and enter it

with ed activity.

In the activity folder, enter the following: netstat -e -s -p tcp -b>
activity1.txt. This is the same command as before but this time

the output is being sent to a text file, named activity1.ttt, rather than outputting
to the command prompt window.

STEP 9 UsingWindows Explorer, locate the C:\activity folder you created

and within the activityl.ttt file. Double-click the activity1txt file

and it opens in Notepad where you’re able to view itwithout the often difficult to

read command prompt window.

“Atte ESTABLTSHED.

STEP Ifyou want to simplifythe information and the process, enter:

netstat -b 5 > activity2.txt into the command prompt within

the activity folder on the C: drive. This will record the information and onlywrite

the data once you've pressed Ctrl+C, which stops the process. Use this for

around two minutes to get a record ofwhat's going on.

www.bdmpublications.com
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What is a Firewall?
The data packets that come and go between your PC and the outside world can be defined by a set
of rules. These rules state whether a packet has access to the system in the first place, then whether
or not it can gain access to its destination program. Collectively, these rules make up a Firewall.

GreatWalls of Fire
The term firewall comes from fire prevention, where a physicalwall is constructed in order to halt the spread of a fire. In digital terms, the physicalwall stops
malware and other threats from spreading into the system.

Some form of digital protection against unwanted entry into a system has existed

for many years but the more recent software side of a firewall, one that we're

reasonably familiar with, has only been around since the ‘80s.

Prior to the modern firewall, system administrators blocked unwanted access

through various stages of hardware layers. Long lists ofallowed computer addresses

were painstakingly entered into mainframes and routers, where programmable

chips filtered the white list and simply stopped all access to addresses that weren’t

on the list; think of a nightclub bouncer, if your name’s not on the list you’re not

getting in.

In its simplest guise, a firewall will look to a defined set of rules then apply those

rules to any data packets that pass through it. For example, if you’ve created a

rule whereby all Telnet traffic is blocked, any packet that’s trying to reach port 23,
the port that Telnet applications listen on for data, will be blocked. While suitably
effective this low-level packet filtering does have its Achilles heel, in that it treats

each packet as an independent piece of data: not knowing whether it’s a part of

an already established stream of data. This can be targeted by hackers who want

access to a system with a firewall in place. The clever hacker is able to spoof a

packet and thus tricking the firewall into letting it pass. It takes some time, and it’s

a bit hit and miss, but most hackers have plenty of patience when it comes to

getting into a network. Therefore a much needed higher degree of firewall

monitoring Is called for.

Stateful Inspection firewalls were introduced in the mid ‘90s and

enableda firewall to log all the connection that passed through it

determining what was the start of a new packet stream, part of

an existing packet stream or something random. This allows a

firewall to allow or drop any access based on a data packet’s

history. In terms of effectiveness, this makes the firewall more

efficient and faster at dealing with connection requests as it

doesn’t need to continually analyse each packetas an individual

but rather as a whole stream. For added layers of protection, ifa

packet doesn’t match any of the connection histories, then it can

be evaluated and filtered through the various rules to determine

its legitimacy.

A further layer of protection was included into the basic firewall early
in the 2000s, Application-layer analysis enabled firewalls to inspect

packets that were targeting individual applications within the operating

system. Each program or application installed in the system will use a set of

protocols to communicate with the outside world. When an application is installed,
10 system forexample, the installation mechanism will automatically

add an instance of it to the Windows 10 firewall. This means that it is able to send

and receive information successfully through the Windows firewall without any of

it being blocked. By blocking an application’s access to the outside world, the user

www.bdmpublications.com

could miss out on regular updates, fixes, patches and so on. One of the key benefits

to an application-layer firewall is that it’s excellent at blocking specific content,
such as known malware and viruses or dangerous websites. It’s also capable of

determiningwhen a particular protocol is being misused by a rogue application.

Where the firewall proceeds from this point is unclear. However many experts agree
that although we'll always need a firewall, the modern systems, networks and

devices have so many potential access points that it’s fast becoming less efficient

to run the standard firewall model. In effect, the modern firewall, regardless of how

complex and efficient it hasbecomeover the years, is quick becoming a bottle-neck

for the operating system. What some experts are theorising is that at some point in

the future, the need for a single, overall firewall will be outdated and that the next-

generation operating systems will require each program and application that can

be installed to act as its own firewall.Whetherthis willcome about is pure fantasy at

the moment but at the speed digital technologies grow and evolve there’s a good
chanceoffinding out soon enough.

Hardware firewalls are an early
example ofnetworksecurity

pI Advanced Security Tips )
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@ Windows Firewall

> @ >
Control

Panel > Systemand Security »
Windows Firewall

Control Panel Home Help protect your PC with Windows Firewall

‘Windows Firewall can help prevent hackers ormalicious software from gaining access to your PC through the
Allow an app or feature Intemet of a network.

through Windows Firewall

@ change notification settings I9 Private networks Connected '~:!

@ Tum Windows Firewalt on or

off
Networks at home orwork where you know and

trust
the people and devices on the network

Windows Firewall state: On
Advanced sett© Advanced settings

Incoming connections: Block all connections to applications that are not on
Troubleshoot my network the list

of
allowed applications

Active private networks: Network 3

Notification state: Notify mewhen Windows Firewall blocks a new app

“The built-in Windows 10 firewall is

certainlygood enough formost users’
needs. It’s fast, effective and can be

easily configured.”

“When each program, application,
game and so onis installed, it is
entered into the Windows 10 firewall
so it can communicate with the

outside world.” “There are countless freely
available third-party firewall
clients. Some are verygood,

others not so much.”
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Improving the
Windows 10 Firewall
The built-in Windows 10 firewall is a surprisingly good security application. Whilst itmay not be
as efficient as something offered by one of the third-party security suites, it’s certainly more than

adequate for the average user.

Getting to Know Your Firewall
Generally, there’s little need to ever configure theWindows 10 firewall. However, getting to know how itworks and improving it is part of beingmore security-
conscious. Here’s some tips on how to manage it better.

You can open the main Windows 10 firewall console window by

clicking on the Windows Start button and entering firewall into the

search box. Click the returned link,Windows Firewall Control Panel, to launch it.

STEP 2 TheWindows 10 firewall console window starts by detailing the

basic status of the firewall. It should be On by default, unless

you've installed a third-party security suite which contains its own firewall. There

are two kinds of network listed, Private and Public. Private is for home or work,
whereas Public is for cafés and the like.

@ Windows Firewall

P > ControtPanel » System and Security > Windows Firewall

Contrat Panel Home Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software fram gaining accessto your PC throughtheIntemet or
a

network.

i 9 Private networks. Connected ©)

Networks at hame ar wark where you know and trust the people
and

devices
on

the network

Allow an app or feature

through Windows Firewall

@ Change notification settings

@ Tum Windows Firewall on oF
off

@ Restore defautts

@ Advanced settings

Troubleshoot my network

Windows Firewall state: On

Incoming connections: Block aff connections
to applications that are not on

the list
of allowed applications

Active private networks: ® Network 3

Notification state: Notify me whenWindows Firewallblocks
a new app

PE vest or publicnetworks
‘Networks in public places such asairportsor

cafés

Not connected ©)

Windows Firewall state: On

Incoming connections: Block aff connections to applications that are not on
the list oF allowed applications

Active public networks: None

Notification state: Notify me when Windows Firewall blocks a new app

www.bdmpublications.com

STEP 3 Down the left-hand side are some links that will help you

configure and improve the firewall, as weil as turning it on or off

(which isn’t recommended under any circumstance other than the installation of

an improved third-party firewall). To begin with, start by clicking on the Advanced

Settings link.
@ Frevell

tf a >
ControlPanel

>
System

and
Security

>
Windows Firewall vo Sex

Controt Panel Home
Help protect your PC withWindows Firewall

‘Windows Firewall can help prevent hackers or malicious software from: gaining access to your PC through the
‘Mow an oppor tet encima
‘through Windows Firewall

@ Restore defouts:

@ setianys

‘Troubleshoot my network

[he Advanced Settings link launches a new console window. This

new console defines the inbound and outbound rules for the

entire system and its installed programs and applications. You can set

authentication rules between computers, view and create new firewall rules, view

the current firewall policies and even monitor what's being blocked in realtime.

@

Advanced Security Tips )
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Best match

Windows Firewall
Control panel

Apps

W Windows Firewall with Advanced Security

Settings

@ Check firewall status

@ Allow an app through Windows Firewall

Firewall & network protection

Photos

Bo i=

I@ Private networks Connected A)

Networks at home or work where you know and trust the people and devices on the network

Windows Ficewalt state:
On

Incoming connections, Block al connections
to

applications that are not on
the ist of allowed

applications

‘Active private networks: ® Networ3

Notification state: Notify me when Windows Firewall blocks
a

new «pp

FO or pubticnetwors

‘Networks
in

public places such as or cafés.

Windows Firewall state:
On

incoming connections: Block af connections to applications that are not on
the fst of allowed applications

Active public networks
None

‘Notification state: Notify me when Windows Firewall blocks
a

new app

View and create ruies.



Click on Inbound Rules to the right-hand side of the main Sometimes, uninstalling a program doesn’t automatically remove

console window. This will list the current rules that allow traffic it from the Windows firewall. The exact reasons why are varied but

into your computer and to the applications that require it. For example, in this to help improve the efficiency of theWindows firewall,wheneveryou remove a

screenshot there are rules for various games that allow multiplayer interaction program from your system, it’s worth checkingthe firewall to see if its entry has

and the ability to ‘talk’ to the game server as well as install updates. been deleted. To delete an entry, right-click then select Delete from the menu.

UD xf Security

rules are automatically entered into the firewall when you You may not want to delete a rule as it could be used later or if

install the program, game or app. When you install a program you reinstall the program and it fails to recreate the firewall entry.

you’re required to accept and authenticate the process, clicking on Yes to start The recommended process then is to block the rule from communicatingwith
the installation. This level of administrative access also allows entry of the the outside world. To do this, double-click the rule and from the General tab click

program
into the firewall. Pick one ofthe entries and double-click it. the Block the connection button.

Berdet ropedties

Protocols
and Pots Scope Advanced Local Principals. Remote Users

a General Programsand
Services

Remote Computers

mo
General= q =

meget soe et ea

Description:

oes Borderianda

| omen

peo Y Enabled

. snr, feton

“3% ©Alow the connection

Cok Rid O Alow the connection
# tis secure

Customize

@Block the connection

The properties of each firewall entry allow a greater degree of similarly, the Outbound Rules
link will

detail the various
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Creating a Security Plan
Asecurity plan will help you form a better strategywhen it comes to tackling your Windows and
home network security. A good plan will help keep on top of backups, updates and possible areas of
weakness that malware or hackers can exploit.

‘Vb

Users
More than likely the ‘user’ is the most

vulnerable point of access and the

biggest security threat to any system
or network. Whilst you can have the greatest
AV suite and watertight security system
in the world, the user who carelessly visits

unbeliveableandobviouslyfakedeals.com is the

one that’s going to cause you the most headaches.

Ina home
network

that’s often youngsters, those

vulnerable
who

don't
quite understand the whole Internet

point ofaccess
security element.

for security on Whilst most youngsters are more tech-sawy

any system. than us adults, there’s an age range where they'll
Educate and happily click a link from a friend or something
make sure they've seen that looks cool. Therefore take

they’re safe.” the time to educate and frequently check their

accounts or computers for anything suspicious.
If possible enforce limits to their browsing
and regularly update the browsing rules to

make sure they're not going where they
shouldn't. Remember, it’s not just viruses

that a child can download, they could

potentially see something thatwould affect

them emotionally.
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Plan for theWorst, Hope for the Best
There’s a lot to consider when coming up with a good security plan. It’s not just a case ofoccasionally checking for an OS

update on your own computer, you have to take into account other computers and the entire network.

An effective security plan should encompass the whole of your network, which includes Windows computers, Android and iOS

devices, your router, any powerline adapters, Wi-Fi coverage, access passwords and even where the Ethernet cable runs through.

It may sound a little extreme but like most checklist-type scenarios it can be as in-depth as you like.

However, it’s worth at least considering some aspects of the home network and overall security
before starting a plan.

Updates
Obviously a must-have section of a good security plan is to regularly
check for system and program updates, Thankfully, Windows 10 and

most security suites will run an automatic check whenever the system is

powered up and connected to the Internet. However, there’s always some

point where an update failed to initialise for some reason or another.

Therefore, it’s often best to manually check.

Consider too checkingfor updates for the most frequently used programs.
Microsoft Office, GIMP, your browser and even games will inevitably have

an update availablewhich can enhance, protect and improve the security
of the program. After that, make sure that the other installed programs
on the system are up-to-date too, as it’s best to make sure there's few

weaknesses as possible.

Programs
Itcan be difficult to keep track ofwhat programs are installed on a system
but it’s not impossible. If you’re serious about the security of your home

network and its systems, then taking stock ofwhat programs are installed

on each system is worth doing.

Running through a checklist of installed programms you may notice one

that be there. A quick lookup of the program may reveal that

it’s a popular backdoor for hackers to get into a system and the attached

network. That being the case, it needs to be removed and any firewall

entries checked and disabled.
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Routers
The family router is the first point of access for anything malicious on the network,
since it’s the gateway to the outsideworld. Make sure that the router software is up-to-
date and that it’s using the best possiblewireless security standards and encryption.

It’s also beneficial to make sure that the routers admin password and access

passwords are hidden from sight. It doesn’t take much forsomeoneto look through
the frontwindow and make a note of a router password that’s carelessly on show for

all to see. Consider too, that not all visitors to your home are going to be chivalrous

towards viewing your network password.

It’s also worth tracking the range of the wireless signal from the router. By installing
and using a good Wi-Fi scanner on a mobile device you can tell where the Wi-Fi

signal from your router lies beyond your home. Whilst it’s good to have a powerful

signal, it won’t take much for someone to sit nearby with a laptop {or a neighbour)
and hack into your network. A Wi-Fi analyser will help you determine the best

placement for securityand more efficient use of the signal.

Passwords
It's not common for a home user to frequently change their password to the same

degree as would an office worker but it’s certainly something worth implementing.

Using a combination of a good password managerand generator, you can set a 30-

day password limit for all users and their access to the sites they visit.

It might sound like an awful lot of hard work on the part of everyone involved but

weak passwords and the same password being used across Facebook, banking
and gaming is a huge security vulnerability.

Backups
We'll cover backups in a few pages time but for the meantime though making sure

that each account and computer is regularly backed up can take much stress out

ofa security situation. If you’re unlucky enough to catch a virus or other malware,
or are unfortunate enough to be hacked, you'll need to act quickly to prevent any
loss of personal information. This usually means wiping your computer completely.

Havinga good and reliable backup solution will help you recoveryour valuable data
inno time, should you ever need to wipeeverythingor all your data is compromised

through malware. It’s alsoworth thinking in a fireproof safe to store your

backups alongwith cloud optionsfor off-site backup security.

Cabling
It’s not always somethingyou need to check but ensuring that the home’s Ethernet

cabling is secure is an essential element to network security. For example, if you
live in shared accommodation, it’s possible for a neighbourto be able to be able

to connect to your Ethernet cable and steal your bandwidth or gain access to your
network resources.

If you can implement all or just some of these elements into your plan, you will be

well on the way to making sure that your home network is as secure as possible,
without becoming too paranoid over potential threats from outside sources, After

all, you lock your doors when you’re not at home so why you lock your
network too.
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Windows Security Checklist
Taking the time to write down an effective security plan for your home
networkwill pay dividends in the long run.With it you’re able to spot
potential leaks in security, secure your home network, Wi-Fi and

powerline adapter technologies, and ensure digital peace ofmind.

Naturally, this is just our example and
will probably be different to your
own setup and depending on the

equipment you have available
to you. For the sake of this

| publication we’ve taken a more

generic approach butit’s
worth using it as a foundation
from which you build your
own, personal and unique
checklist. Your checklist
can be as intricate as you
like, detailing specific
hardware or software
on one or all your
computers, devices and
so on, that needs to be

updated regularly. Just
remember though, there
is a pointwhere you can

become alittle too security
conscious.Whilst it’s great to be

prepared for anything, and run

your home network like a veritable

digital Fort Knox, it can take up a

substantial amount of your time applying patches
and checking offevery item on the list. Therefore,
look for a happymedium,whilst remaining vigilant
against digital threats.
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We’ve come up with
a template security
checklist that you
canuse to create

your own, for your

Co
Plan
Ahead

home network.
Remember to tick
each section and
rememberto keep
checking regularly
and alter it as new
devices are added.
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What is a Sandbox?
Sandboxing is an important security technique that’s used by companies and individuals the world
over. It’s not something the average userwill normally come across but you can guarantee that every
piece of software you use has been sandboxed at some point in its development.

Playing in the Sand
Everyone from software developers and security experts to the hackers themselveswill use a sandbox environment to help build and test their products; so
what exactly is a sandbox?

Just as the name suggests, a sandbox is a place where you can do something
without it affecting the surrounding area: visualise a sandbox in the middle of

a garden. In digital security terms, this means a sandbox is a tightly controlled

environment that’s isolated from the main operating system where a person can

test or analyse software and its impact ona virtual system.

The sandbox can be one of a number of implementations: web based, operating

system based, program based, network based or even emulating interaction with

the Internet. There are countless more examples, each depending on what exactly
is being tested and what functions are required to complete the test.

For security, a sandbox is usually an extremely isolated environment that doesn’t

have access to anything on the company network, or any contact with a host

machine. Here the security expert is able to conducts tests on untrusted pieces of

code, known malware and viruses and even website content. Should those tests

reveal something nasty within, the security expert is able to work their magic and

developa fix that can be further tested and finally deployed to the company’s
servers, where it’s downloaded as updated virus definitions by the security suites

and applied to a customer’s computer.

Imagine that from the point of view of a hacker, then. The hacker has developed
a particularly nasty piece of code that could bring down government agencies
and cause widespread panic among the global digital community, they're hardly

goingto test it on their own computer. They need to create a sandbox environment

whereby they can trigger the malware, ransomware orwhatever, and let it run

its course. In the meantime they can run through various procedures
to try and wipe the malware, as a security expert would, to find any
weaknesses. Once they've perfected the malware and wiped out

any perceivable vulnerabilities, they can then happily upload
it to the Internet and sit back as the world is infected with

their code.

Its not always the testing of malicious code that’s

associated with sandboxes. For example, the words

you're reading now were written using Office 365/Word
2016. Before the product was released by Microsoft, the

developmentteam behind Word will have gone through
extensive testing, making sure that all the individual

components within and that make up Word 2016 all

worked. To do so, they will have used a dedicated and

separate environment to the one they’re using to program
on. This specialised environment will have mimicked a real

world setup as much as possible, so that when the developer
wanted to test something they could compile the code and

execute it in an environment that wouldn’t affect their normal day-

to-day workplace.

The often severe lockdown of a sandbox system does make it difficult to emulate

what the average user may be using. The standard desktop computer has many
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different elements, both hardware and software, that work together to make up the

computer that you’ve customised and personalised. A developer, security expert or

software tester can never hope to create something that works 100 percent with

everyWindows 10 desktop system that’s out there.

It’s generally accepted then that when testing in a sandbox it’s advisable to use

as common a hardware and software setup as possible. This way, the developer
will likely create a program that works on as high percentage of the computers
available. Those computers that differ from the norm, and that may require a

little

more work for the product to install and work on, can then be dealt with through

minor patching and
bug testing.

So what's this got to do with you, we hear you say. Well, there are ways in which

you can create your own sandbox environment to test in. Consider how many
times you've downloaded software from the Internet and executed it without

even examining how it may affect your computer. How many times do you visit

websites and happily click on whatever message may appear without even reading
it properly. With your own sandbox environment, you can download and install a

piece of software and see how it runs within a test setup without it ever impacting

your real machine. If you get into the habit of testing every bit of software in a

sandbox first, you'll certainly be glad should the day come you discover a hidden

virus in the folds of an otherwise harmless looking program.

Using a virtualmachine as a

sandbox is a greatway to test

programs forevery version of

Windows, notjust the latest
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“VirtualBox is considered to be one of the leading
and easiest to use virtualmachines, whereyou can
create a sandbox environment to test in.”

www.bdmpublications.comChil

wetisa Sandbox? GeyWhati

How Sandboxie Works (Illustration)

Empty Space
= Windows, Program Files
and Documents

® New Content
= Sandbox

a
gs

Hard disk (no sandbox)

Bae
Programs: Ss

Hard disk {with sandbox)

VirtualBox

IO UE

designed to allowyou to test

programs without them being
installed onyour computer.”

Select an tam to

view tts

omy — —
YS Coroter fen



Running Windows 10
as a Sandbox
We’ve already talked about how a sandboxworks and essentiallywhat one is in terms of

computing and security. However there are many advantages to creating your own virtual sandbox
environment. It’s not always purely to test suspicious code, as you'll soon discover.

Sand Between Your Toes
Ifyou’re still convinced that a sandbox environment can help you out, then read on.We’ve compiled a list of ten reasonswhy creating your ownWindows 10
sandbox is beneficial to the average user.

OLD PROGRAMS Within theWindows 10 virtual sandbox environment

you may be able to run older programs that would

normally fail, even in compatibility mode, under more modern hardware drivers.

Often an older program will look for a specific driver set, if it’s too modern then it

can fail. Virtual environments use older type drivers by default.

HOST PROTECTION Ifyou think that a download linkor email

attachment may contain a virus, then opening
itin a safe, virtual environment is the safest bet. Of course, you shouldn’t open

any unknown email attachments but if you need to, do so in a sandbox. The

virus will infect the sandbox and not the host (real) computer.

www.bdmpublications.com

Within a virtual environmentyou can browse a site

without any of its code being written to the main,
SAFE BROWSING

host computer. This could simply be cookies and other such relatively harmless

additionsto sites or it could include data miners and malicious links.

SOFTWARE TESTING Ifyou’re serious about your security and the

safety of your home computer, then you
should be downloading and installing software in a test environment first before

applying it to your real computer. A virtual environment is a great place to see how

software works and whether it’sworth installing or not.
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VIRTU iS The beauty of a virtual environment, such as one created

by VirtualBox, is that you’re able to run Windows, macOS

and Linux operating systems on top of your host operating system, whatever

system that may be. You can install Windows 10 within a virtual environment

whilst using Linux ormacOS, orvice versa.

It is possible to create a virtual copy of a physical
machine. This is an excellent way ofmaking sure

that the entire machine, that is a snapshot of the OS as it was when copied, is safely
backed up and accessible regardless ofwhat operating system you choose to use.

SECURE ANONYMITY Within a virtual Windows 10 environment

you're able to create an anonymity system.

By this we mean, you can install a VPN and use the Tor network and surf the

Internet without fear of being traced; and what’s more, none of it will affect your

host operating system.

SAFE DEVELOPMENT If you’re consideringdevelopingyour own
software and apps, then using a virtual

environment is an ideal place to test the code as you create it. Should a function

you've written have an adverse effect on the OS, then you won’t damage your
working system.
Program Check_Group

use only: Space Group Type, set_spacegroup
use reflections only: Hkl_Absent
use Symuetry Tables, only: spgr_info, Set_Spgr_Info

. reflections, apply criterion of “goodness” for checking,
t set indices {1,12 for search in epace group teblas ...
! omitted for simplicity

call Set_Spgr_Info()
=O
de_group: do isil,i2
hmszadjustl (spgr_info (i)
i£{ hms

/= "P" .not. cheok_cent ) cycle do group ! Skip centred groups
call set_spacegroup{hall, pacegroup,Force_Hall="y")
do 3=2,nhk1

== 0) cycle {Skip reflections that are not good (overlap) fer checking
absent=Hkl_Abrant{hki(:,j), Spacegroup}
if(absent ‘and. intencity(j) > threehold) cycle do group ‘Group not allowed

and do
{ Passing here means that all reflections are allowed in the group -> Possible group!

=> LIST OF POSSIBLE SPACE GROUPS, a total of ",m,” groups are possible”

Number (17) Hermann-Nauguin Symbol Hall symbol”

a aa Ifyou have a single-family computer, a virtual

environment is a great place for the kids to go
withoutfear of them potentially breakingthe system. It doesn’t happen often,
kids are mostly more tech-savvy than adults but little fingers do have a habit of

clicking things they're not supposed to. Virtual environments can be backed up
and redeployed easily.

RESTRICTED ACCOUNTS Again, using children as an example, a

virtual child’sWindows 10 account can

come with all manner of restrictions and monitoring software, to stop them from

wandering into the scarier parts of the Internet, such as installing Net Nanny.

Again, these controls won't affect the host computer or adult accounts.

Nanny
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